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The Password Dilemma

User

Username / Password3
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History of Single Sign-On

OAuth 1.0
Oct 2007

OAuth 2.0
Oct 2012

OAuth 1.0 Rev A
Jun 2009

OpenID Connect 1.0
Feb 2014

OpenID 1.1
May 2006

OpenID 2.0
Dec 2007

OpenID 1.0
~2005

SAML 1.1
Aug 2003

SAML 2.0
Mar 2005

SAML 1.0
Nov 2002
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https://oauth.net/core/1.0/
https://tools.ietf.org/html/rfc6749
https://oauth.net/core/1.0a/
https://openid.net/specs/openid-connect-core-1_0.html
http://openid.net/specs/openid-authentication-1_1.html
http://openid.net/specs/openid-authentication-2_0.html
https://openid.net/specs/specs-1.0.bml
http://www.oasis-open.org/committees/download.php/3406/oasis-sstc-saml-core-1.1.pdf
http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf
http://www.oasis-open.org/committees/download.php/2290/oasis-sstc-saml-1.0.zip
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OAuth 2.0 Overview and Terminology

Authorization

Server
Client

Application

Ressource

Server
Ressource

Owner

Authorization Request
Authorization Request

Authorization Code
Authorization Code

Authorization Code

Access Token

Access Token

Protected Ressource
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Agenda: OAuth

• OAuth vs. OpenID Connect
• Flows

• Code Flow: OAuth + OpenID Connect
• Implicit Flow: OAuth + OpenID Connect
• Hybrid Flow: OpenID Connect

• Flow Recognition Cheat-Sheet
• Additional OAuth Grants

• OAuth: Refresh Token
• OAuth: Token Revocation
• OAuth: Token Introspection
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OpenID Connect in Three Phases

Phase 1: Trust Establishment

Client
https://honestClient.comEnd-User

Phase 2: End-User Authentication on IdP and Authentication Response

Phase 3: End-User Authentication on the Client

Honest IdP
https://honestIdP.com

Discovery regEndp authEndp tokenEndp/
userInfo/
jwksEndp

identity
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OpenID Connect: End-User Authentication on IdP
(Code Flow)

Client
https://honestClient.comEnd-User

Honest IdP
https://honestIdP.com

Discovery regEndp authEndp tokenEndp/
userInfo/
jwksEndp

client_id, redirect_uri, scope=openid, [state, nonce]

2.1. Auth. Request

2.2. Authentication UI

code, state

2.3. HTTP 302 to [redirect_uri] : Authentication Response

Step 2.1:

HTTP/1.1 302 Found

Location: https://honestIdP.com/authEndp?

response_type=code

&scope=openid%20profile%20email

&client_id=s6BhdRkqt3

&state=af0ifjsldkj

&redirect_uri=https%3A%2F%2FhonestClient.com/cb

Step 2.3:

HTTP/1.1 302 Found

Location: https://honestClient.com/cb? 

code=SplxlOBeZQQYbYS6WxSbIA 

&state=af0ifjsldkj
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10

Flow Recognition Cheat-Sheet

• OpenID Connect has scope=openid

– OAuth does not define a scope value

• Flow distinguished by response_type

Message-Level Security 10

OAuth OpenID Connect

Code Flow • code • code

Implicit Flow • token • id_token

• id_token token

(token means access_token)

Hybrid Flow (not existing) • code token

• code id_token

• code token id_token

13.06.2023
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The Consent-Page

• Why should you use it?

• Which information to show?

• What can go wrong?
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OIDC: id_token in Code Flow

Client
https://honestClient.comEnd-User

Honest IdP
https://honestIdP.com

Discovery regEndp authEndp tokenEndp/
userInfo/
jwksEndp

Step 3.2:

HTTP/1.1 200 OK

Content-Type: application/json

Cache-Control: no-store

Pragma: no-cache 

{ 

"access_token": "SlAV32hkKG",

"token_type": "Bearer",

"refresh_token": "8xLOxBtZp8",

"expires_in": 3600, 

"id_token": „JSON Web Token“

}

3.1. Token Request: code, client_id, client_secret

3.2. Token Response: access_token, id_token

Step 3.1:

POST /tokenEndp HTTP/1.1

Host: honestIdP.com

Content-Type: application/x-www-form-urlencoded

Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW

grant_type=authorization_code

&code=SplxlOBeZQQYbYS6WxSbIA

&redirect_uri=https%3A%2F%2FhonestClient.com%2Fcb
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{

"alg": "RS256",

"typ": "JWT"

}

{

"iss": "https://idp.com/",

"sub": "user1",

"iat": 1442673964,

"exp": 1444148308,

"nonce": "40c6b33b9a2e",

"aud": "client_id"

}

SSO Token in OpenID Connect

JWT Header

JWT Body

JWT Signature

[0x02, 0xF1, …, 0xDA]

= subiss

Identity

= nonceexpiat

Freshness

= aud

Recipient

Security

= sig alg
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